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Abstract

Adaptive Defense has become an important factor in order to maintain de-
vice safety and security on the Internet. In 2021, there were more than 10
billion devices connected to the Internet which is estimated to exceed 25.4
billion by 2030. In order to implement the defensive mechanism approach to
security, this paper demonstrates the implementation of the Artificial Bees
Colonization (ABC) Approach as Nature Inspired Cyber Security Algorithm.
This paper analyzes the defensive approach to Distributed Denial-of-Service
attack which limits the amount of traffic flow from each node, therefore,
minimizing the attack surface. The simulated network shows the difference
between the normal and attack throughput and compares the fitness of the
network intermediaries with reference to the parametric graph that shows the
effect of a simulated attack on each network intermediary. Thereafter, the
state of defense from the ABC’s point of view shows the effectiveness of the
proposed algorithm in detecting and minimizing traffic flow from malicious
nodes thus, maintaining the network throughput while keeping the network
stable.

The proposed algorithm introduces an Adaptive Defense Approach that works
recursively on the nodes attached to a network of clusters that prepares a so-
lution set of probable malicious nodes that are attached to the net The
detected nodes are then analyzed by their properties based on the network
parameters such as Network Throughput, End-to-End Delay, and Packet De-
livery Ratio. On change in any of the factors in the devised properties, the




node or cluster of nodes is marked as malicious and the rate of traffic flow
along with the packet delivery ratio is reduced to match the normal node’s
generic properties such that the hammering of the network with traffic is done
under a controlled environment and the network works with reduced perfor-
mance but does not halt even under attack thereby, maintaining business
ﬁmtinuity under attack scenario.

eywords: Nature Inspired Cyber Security (NICS), Artificial Bee
Colonization Algorithm (ABC), Network Simulation, Adaptive Defense,
Business Continuity

1. Introduction

Internet as a whole is a very large scale, complex and dynamic system that
is difficult to model and analyze [1]. With the ever-growing popularity of
the Internet, keeping users safe on the Internet should be a primary focus.
Since there exists no possibility of preventing attackers from doing cyber
crimes, we can at least protect our systems from being attacked by following
certain rules and guidelines and implementing top-notch security solutions
like Adaptive Defense Approach to Network Security. To implement this, we
use the optimized Nature Inspired Cyber Security Algorithm as they tend
to provide far more accuracy as compared to the traditional algorithms. For
critical infrastructures, that are complex cyber systems forming the core area
of modern-day computing, reliable and secure operation is mandatory. The
ever-growing threats to physical and cyber-based systems are categorized
into three domains: (i) Attack on the system themselves (i) Attack by the
internal systems, and (iii) attack using the internal systems [2].

The Adaptive Defense mechanism has enhanced the process of continuously
securing Cyber Systems from adversaries. Nature Inspired Cyber Security
(NICS) inspired Adaptive Defense has proved to have a better experimen-
tal analysis of system vulnerabilities and therefore better performance as
compared to traditional algorithms. This paper demonstrates the implemen-
tation of the Artificial Bees Colonization Nature Inspired Cyber @ggurity Al-
gorithm in detecting and analyzing the effect of an attack on thggknd-to-End
Delay, Throughput, and Packet Delivery Ratio of a network. The Artificial
Bees Colony Algorithm hereby implemented is an optimization algorithm for




detecting Intrusions in a network and preparing an approach to reduce the
attack surface by early detection mechanism on the said attack.The Adaptive
Defense approach is introduced to enhance the concept of early detection us-
ing continuous monitoring of the nodes in the network. Without the proposed
approach of defense, a modern-day firewall implements signature-based de-
tection which may increase undesirable false positives and negatives. This
proposed algorithmic approach not only performs early detection of mali-
cious activity in the network but also prevents an attacker from bombarding
a network with a high traffic rate, therefore, maintaining the stable state of
the network while the business tries to recover from the attack. The process
of the Early Detection phase as defined in the proposal, provides an improved
way to secure the network architecture while keeping into consideration the
present state of the network as compared to an earlier stage which was a
working stable configuration with minimal concerns. This includes continu-
ous monitoring of the state of network parameters of all the nodes connected
to a network and adding onto the existing match of signatures to the newly
identified ones, thus identifying attack scenarios on an adaptive defense scale.
This ensures the detection of probable malicious packets sent /received by the
network before they are transmitted to modern-day firewalls for further val-
idation and mitigation.

2. Related Work

Al-assisted Network Testbed is a base testbed used to provide Nature In-
spired Cyber Security based adaptive defense [3]. The testbed explains ex-
perimental solutions on the application of adaptive defense mechanisms on
different network topologies like star, bus, and mesh thus providing a method
to implement Nature Inspired Cyber Security for Modern Day Systems.

The effectiveness of implementing the Artificial Bees Colony algorithm is de-
fined in The PMABC algorithm, [4] which is designed to simultaneously
optimize multiple objectives in software requirement engineering, such as
minimizing cost and maximizing performance. A similar algorithmic imple-
mentation b n the foraging behavior of bees is defined in article [5]
which is used for solving shortest path problems with fuzzy arc weights.
Other nature-inspired algorithms like the Ant Colony algorithm are also im-
plemented to solve this problem as mentioned in [6] . ABC is also used for
solving Robot’s Fuzzy constraint routing problems as defined in article |[7]




. Another algorithmic implementation is the FACRO algorithm [4] which is
able to effectively optimize software requirements while outperforming other
optimization methods in terms of both solution quality and computational
efficiency.

Table 1 gives a detailed summary of several Network Stabilization Algorithms
which introduced the Machine Learning Approach to stabilize a network un-
der load. These approaches can be modified using the proposed algorithm
to make use of Nature Inspired Cyber Security based Adaptive Defense to
enable stabilizing a network under attack thus maintaining the business con-
tinuity model for small to large businesses that are solely dependent on online
distribution and management of resources.
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Table 1: Summary of Related Work in Network Stability and Business Continuity

2.1. Comparison with other nature-inspired algorithms

ABC (Artificial Bee Colony) Approach has been used to several optimisation
issues, including network security. It is crucial to compare the ABC method
with that of other typical nature-inspired algorithms for network security.
The Particle Swarm Optimisation (PSO) method is one of the most used
algorithms in network security. It is based on the social behaviour of fish and
birds, is renowned for its speedy discovery of ideal solutions. Studies have




shown that PSO performs better than the ABC method in some optimisation
situations, particularly those with a lot of variables. The Ant Colony Opti-
misation (ACQO) algorithm is another method that draws inspiration from
nature and is utilised in network security. ACO, which is frequently used
in routing and network optimisation, is based on the foraging behaviour of
ants. The ACO algorithm has demonstrated higher performance in various
network security applications when compared to the ABC strategy, particu-
larly those that involve path-finding issues. In some optimisation challenges,
Genetic Algorithms (GAs), which are also frequently employed in network
security, outperform the ABC strategy. GAs is frequently utilised in network
security applications like intrusion detection and network routing since they
are based on the principles of genetics and evolution. In conclusion, the ABC
method is an algorithm that draws inspiration from nature and has been
used to several optimisation issues, including network security. Nevertheless,
depending on the optimisation problem and the application in network secu-
rity, its performance varies with respect to other nature-inspired algorithms
like PSO, ACO, and GA.

3. Modified Artificial Bees Colonization Algorithm (ABC)

The artificial Bees Colony meta-heuristic @:lmique is revitalized through the
spontaneous food-foraging behavior of bees. Bees tend to show specific intel-
lectual conduct while scouting for a food source by memorizing the ecological
incidents and gathering and distributing the information [14]. However, for
optimization purposes, ABC preserves use the use of exploring the entire
search space at the loss of better solution search [15].

The Artificial Bees Colony Algorithm grows back to 2005 when it was evalu-
ated using multi-dimensional and multi-variable optimization problems [16]
which was later used in 2007 for the training of Artificial Neural Networks
[17] [18]. In 2011, a huge increase in the number of ABC algorithms was
utilized, where a series of applications, modifications, and hybridization with
different optimization algorithms were used to better the performance of
ABC [19].

The artificial Bees Colony Algorithm comprises 2 types of bees functioning
- the Employed and the Unemployed Bees, who perform their own set of
actions to help find an optimal food source. The employed bees are in charge




of carrying nectar from a random food source and putting it in the hive.
They perform 3 sets of actions based on their way of exploiting food sources:

e Abandon the exploited food source
¢ Call unemployed bees to optimize the found food source
e Keep exploiting the existing source

The unemployed s consist of onlookers and scout bees. The onlooker
bees keep track of the employed bees and exploit food sources based on the
greedy search mechanism, thus selecting an optimal source. The scout bees
then confirm the food source set or start searching for a better food source.

Network Stability and Efficacy are of core importance in the enterprise and
in daily aspects of modern computing. Enterprise strategy is centered around
processes and their associated services where processes include activities that
are expected to deliver value to its customers [20]. Organizations and the
impact in their business are aimed at business sustainability and their effi-
cient response system to entail added value to the organizational artifacts
[21].

On proper consideration of the current network dynamics, it is necessary for
a network to adapt to current status automatically which is not possible in
traditional networks as they are difficult to be configured [22].

Therefore, the use of Nature Inspired Cyber Security for network stabilization
would enhance the efficiency and efficacy of the network not only under
load but also under an attack scenario through the attachment of a single
malicious node or a cluster of malicious nodes.

4. Proposed Method

The proposed work discussed in the paper is based on implementing the Mod-
ified Artificial Bees Colony Algorithm to stabilize a network during an attack
scenario. It includes early detection of malicious behavior of a network and
stabilizing it by controlling the in and out traffic flow from each node present
in a cluster on a network. This is made possible by implementing Adaptive
Defense Approach to learn about an attack mechanism and implement a de-
fensive approach to mitigate the attack while keeping the nodes live on the
network.
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The algorithmic implementation of ABC that is used to define the objective
of this paper is displayed in 1. In this proposed method, the scout bees not
only store the optimal food source but also store the food available that can
be utilized at an initial state from an abandoned food source. This will keep
the abandoned source active for backup for a certain period of time.

The stabilization of the network can be mathematically represented as shown

below by limiting the traffic flow between Router - Router, Cluster - Cluster,
Router - Cluster, Cluster - Router, and Direct Connections.

fnsnn G(x)dx + fn:m P(z)dx + f{;m Q(x)dr + fnmn H(z)dr + fnmn flz)dx
where,

- G(x) is Router to Router Connection

- P(x) is Router to Cluster Connection

- Q(x) is Cluster to Router Connection

- H(x) is Cluster to Cluster Connection &

- f(x) is Direct connection hetween Router and Cluster

G(x) =@(1‘) + Gy(z) + Gs(x)

500

Gi(x) = (ﬂn Ry(x)dx + :{m Ry () dx + ) Rs(x)dx)

Ga(x) = (/ﬂ 1(z) dx +/n Ry () dx + n‘ Rs(x)dx)
500 500 0
Gs(r) = (/ 1(z) dx + Ry(x) dx —i—/ Ry(x)dx)
where,
Ry (z), Ra(x)
and

Ra(x)




are routing operations of Routers 1, 2, and 3 respectively.
H&Z Hy(x) + Hy(z) + Hs(z) + Hy(z) + Hs(2)

0 500 500 500 500
Hy(x) = (/ Ci(x) de+ Cy(z) de+ Cy(z) de+ Cy(z) dx+ Cs(x) dx)
0 0 0 0 0

500 0 500 500 500
HQ%Z (]n Ci(x) dx—f—fn Cy(x) dx—f—/n Cs(x) nf:m—/n Cy(z) d::r:—!—/n Cs(x) dx)

500 500 0 500 500
H;;% — | Ci(x) de+ Cy(x) d:r:+] Cs(x) de+ Cy(z) dx+ Cs(x) dx)
0 0 0 0 0

a 500 500 500 0 500
Hy(x) =( Cy(x) dx+ Cy(x) da+ C}(m)d;r—l—] Cy(x) da+ Cs(x) dx)
0 0 0 0 0

Hs% — (ﬁsm Ch(x) d:z:+£5m C(x) d:::+£5nn C’g(x)d:::—i—ﬂsnn Cy(x) d:::—!—ﬁn Cs(x) dx)

where,

gi'[x) , Ca(x), C3(2), Ca(x)

and

C5($)
are switching operations of Switches / Clusters 1, 2, 3, 4 and 5 respectively.

These operations are applicable under attack. When the attack is identified
by the proposed algorithm at any of the network intermediaries, the load will
be shifted to a different node, therefore, maintaining the network stability
even under attack. To show the attack, this paper presents the integral limit
from 0 to 0 to nullify the network traffic to/from the attacked node.

For example, if Router 1 is identified to be under attack, the routing would
be shifted between Router 2 and 3 to maintain the network packet transfer




with a percentage of network performance loss but no hindrance/drop in
the network connectivity. This helps in business continuity and prevents
complete network shutdown when under attack.

In algorithm 1, the algorithmic implementation of the Modified Artificial
Bees Colony algorithm is displayed in a live network to detect and mitigate
threats while keeping the network live even under sustained attack, therefore
maintaining network stability and performance metrics even under attack.

The algorithm 2 defines the process of implementing the Artificial Bees
Colony Algorithm which is focused majorly on stabilizing the network per-
formance. In the proposed modified algorithm, the bees go through a list of
malicious nodes solution set and select probable malicious nodes, and modify
their network properties by limiting their traffic flow rate and delaying the
point at which the packet flow starts, thereby making the node as any other
normal node, reducing the End-to-End delay and maintaining the network
stability.

The proposed algorithm studies the Network properties of each node that
are present in the network and selects them based on certain parameters as
defined in algorithm 2 . These selected n@fles are determined as probably
malicious nodes that have some differences 1 the Average Throughput, End
to End Delay, and Packet Delivery Ratio. On determining the differences in
the selected nodes they are stored in an array where the comparison of the
properties is made according to a previous stable state of the said network.
On determining the difference, the network properties are modified to try
and match the previous stable state. This reduces the attack scenario effects,
on the network where a bulk of unintended packets are bombarded for dis-
rupting internal services, thereby reducing the disruption to the said network
and preventing a halt in the business available, and ensuring its continuity.

5. Experimental Setup

ﬁll’ . Network Architecture

1e Network Architecture used in this paper is derived from [3]. The network
architecture diagram is present herewith in figure 1.
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Algorithm 1: Modified ABC Algorithm

Input: Target Function
Output: Most Optimal Bees Solution Set (Solution)
1: Initialize the bees’ population in the hive
2: Measure the density of Employed & Unemployed Bees present in the

population

3: Employed Bee Phase

4 Select a food source location

5: Measure the distance of the food source from the hive and its
quality

6: Compare the quality and distance to the original source

7: if employed bees have completed the exploitation process then

\ (GOTO 8]

end

else

| [REPEAT FROM 3]

end
8: Onlooker Bee Phase
9: Measure the probability of the selected food source to be

optimal

10: Try to increase the level of optimization from the above source.
11: Compare and update the food source

12: if onlooker have completed the exploitation process then
| [GOTO 13]

end
else
| [REPEAT FROM 8]
end
13: Scout Bee Phase
14: Evaluate the abandoned or non-healthy food source
15: Try to gain a percentage of useful food content from the
abandoned source such that the abandoned food source is not left
undervalued.
16: Evaluate the optimizm[ood search process.
17: [YES]: Gather the position of the optimal food source and the

quantity of the food that can be drawn out from the abandoned
food source.

18: [NOJ: [GOTO 3]
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Algorithm 2: Network Stabilizer using ABC Algorithm

Input: Target Function
Output: ABC Implementation for Network Stability (Solution)
. Initialize Nodes: 8 (Start: 0, End: 7)
. Cluster +
AverageThroughput, Average E2EDelay, AveragePacketDeliveryRatio

: SelectAnomalousNode():
: for nodes «+ 0 to 7 do

10:
11:
12:

17:

18:
19:

SelectNormalNode =
select AnomalousNode(Normal_Output(nodes),
AverageThroughput(normal nodes), AverageED(normal nodes)

AveragePDR(normal nodes), start, end)

SelectAttackNode = selectMaliciousNode(Attack_Output(nodes)
AverageThroughput(attack nodes), AverageED (attack nodes)

AveragePDR/(attack_nodes), start, end)
if SelectNormalNode > SelectAttackNode then
Select Normal node with parameter value of

SelectNormalNode

end
else
Select attack node with parameter value of SelectAttackNode

end

end
Modify NetworkProperties():
for nodes + 0 to 7 do
if AttackNode then
Define Network Properties: Packet Flow Rate / Traffic
Transfer Ratio
Modify AttackNode Properties to match Normal Network
Properties
end
else
Continue;
end

end
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Figure 1: Network Architecture [3]

In the defined network architecture with cluster information as described in
table 2, there exist 3 routers - R0 (Router 1), R1 (Router 2), and R3 (Router
3). The routers are in turn connected to 5 clusters - C1SW, C2SW, C35W,
C4SW, and C5SW. The clusters consist of 10 nodes and 15 nodes for different
scenarios as described in the paper.

To demonstrate the attack-defense scenario, a malicious node is attached to
perform a Denial-of-Service attack scenario on the architecture. The mali-
cious node mentioned in the paper is defined to have a higher network traffic
flow as compared to the node properties and is therefore defined to transfer
more packets per time period.
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FUSTER NAME | NETWORK DEVICE | TOPOLOGY | NUMBER OF NODES
1 - Node 0 Router (Router 1) : =

R2 - Node 1 Router (Router 2) - -

R3 - Node 2 Router (Router 3) - -

C1SW - Node 3 Switch (Cluster 1) Star Topology 10 /15

C25W - Node 4 Switch (Cluster 2) Ring Topology 10 /15

C35W - Node 5 Switch (Cluster 3) Star Topology 10 /15

C4SW - Node 6 Switch (Cluster 4) Tree Topology 10 /15

C5HSW - Node 7 Switch (Cluster 5) Mesh Topology 10 /15

Table 2: Cluster Information

The defense scenario is expressed in the form of modification of the ma-
licious node properties by minimizing the traffic low and maximizing the
packet delivery ratio from and to the normal node, thereby making the net-
work work as expected.

The active testing scenarios as demonstrated below show the testing phase
network I'Jg'orma.nce under attack. The defense mechanism is clearly shown
to reduce the End-to-End delay of the network as compared to the attack
scenario. Although the delay is not the same as the metric calculated under
normal conditions.

6. Comparison of Proposed Method with Existing Solution

The following subsection provides an overview of the effectiveness of the
proposed algorithm against the existing defensive approach.

In order to compare the existing solution [3] with the proposed method,
this paper uses the attack scenario from [3] and implements the defense
mechanism using Artificial Bees Colony Algorithm.

The throughput difference in applying the proposed defense algorithm on the
attack scenario described in [3] is displayed below in figure 2. This provides
an overview of the effectiveness of the proposed method when the attack
node is attached to Node 9 of Clusters 3, 4, and 5 respectively.
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Figure 2: Throughput difference on the application of proposed defense on the cited attack

To further enumerate the proposed defense mechanism, this paper uses an-
other network property (End-to-End Delay) to determine the efficacy of its
performance under attack and the stability of the network thereby adding to
the business continuity as focused on in this paper.

7. Test Scenarios

7.1. Scenario - 1

To demonstrate the working of the proposed algorithm, this paper uses
the normal and attack scenarios for the network architecture comprising 3
routers, 5 switches, and 10 nodes or end nodes connected to each switch /cluster.
For an attack scenario, a malicious node having a higher rate of traffic flow is
introduced in the network. The node has a property of traffic flow of 10,000
packets and a packet flow rate of 100Mb. The defense mechanism used in this
recognizes the malicious node and reduces the network properties, therefore,
decreasing the end-to-end delay due to the attack. The proposed algorithm
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also generates a graph demonstrating the network condition under normal
and attack conditions and the defense approach that stabilizes the network
and reduces the delay.

The results display the defense end-to-end delay is lowered on application of
the proposed algorithm, than the attack scenario and the algorithm manages
to reduce the delay close to normal conditions, thereby maintaining the stabil-
ity of the network. In each demonstrated case, the normal and attack scenario
show a greater deviation in a delay which has the possibility of disrupting the
availability of the network for legitimate users. The defense, however, reduces
the under-attack delay, ensuring that the underlying services are available in
reduced load, enabling better usability during a malicious event.

1. Case 1: Malicious Node is attached to Cluster 3 - Node 1
2. Case 2: Malicious Node is attached to Cluster 2 - Node 1
3. Case 3: Malicious Node is attached to Cluster 1 - Node 3

¢ In Case 1: When the malicious node is attached to Cluster 3 Node 1 as
shown in figure 3, the attack scenario is triggered and the traffic rate
and flow are hindered for certain nodes therefore increasing the end-to-
end delay. The defense algorithm works here to identify and regulate
the traffic flow from the malicious node.

1
— The average End-to-End under attack generated in this case is as
follows:
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Figure 3: Average End-to-End Delay

. pn Case 2: The malicious node is connected to Cluster 2 Node 1 as
shown in figure 4, the attack is triggered by the malicious node and
the defense algorithm sorts the active nodes and determines the node
with higher traffic flow and reduces the rate of packer transfer therefore
maintaining network stability.

1
— The average End-to-End under attack generated in this case is as
follows:
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Figure 4: Average End-to-End Delay

. pn Case 3: The malicious node is connected to Cluster 1 Node 3 as
shown in figure 5 and the traffic properties of the malicious node are
increased by 2 folds. The proposed defense algorithm was able to de-
termine the node and reduce the traffic rate thereby stabilizing the
network.

1
— The average End-to-End under attack generated in this case is as
follows:
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Figure 5: Average End-to-End Delay

&. Scenario - 2

n order to maintain the working concept of the proposed algorithm for a
larger network, the number of nodes or endpoint devices attached per cluster
was increased by 5, therefore each cluster is now determined to have 15
nodes, and the 5 added nodes in each cluster follow the same topological
formal as their parent cluster. The nodes run different applications on them
and have a busy traffic flow amongst them. Therefore a single malicious node
introduced in the network would greatly disrupt the network activity Lhereq
causing network failure or a significant increase in the End-to-End Delay o
the network.

The results and observations on the new network are added below:

1. Case 1: Malicious Node is attached to Cluster 1 - Node 3
2. Case 2: Malicious Node is attached to Cluster 3 - Node 6
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Average EEdelay [s]

3. Case 3: Malicious Node is attached to Cluster 4 - Node ?

e In Case 1: The malicious node is connected to cluster 3 node 6 as
shown in figure 6 which would cause a disruption in the traffic fow
through Switch 3 and Router 1. The defense algorithm here, instead
of reducing the traffic flow, reduced the rate of packet transfer thereby
maintaining the network stability and redtmingﬁd—t&End Delay.

— The average End-to-End Delay under attack generated in this case
is as follows:

End-to-End delay

—— normal_out.tr--EEdelay
0.005 4 1 —— attack_out.tr--EEdelay
’ [ —— defense_out.tr--EEdelay
0.004 /
0.003 ~
0.002 ~
0.001
—
0.000 -
0 2 4 6 8
Time [s]

Figure 6: Average End-to-End Delay

e In Case 2: %le malicious node is connected to Cluster 3 Node 6 as
shown in figure 7 which increases the traffic flow through Switch 3 thus
causing an increase in End-to-End Delay in the attack scenario which
is managed and reduced by the proposed defense algorithm.
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Average EEdelay [s]

1
— The average End-to-End under attack generated in this case is as
follows:
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Figure 7: Average End-to-End Delay

. pn Case 3: The malicious node is connected to Cluster 4 Node 3 as
shown in figure 8 which disturbs traffic flow through @vitch 4, therefore
reducing network stability which is managed and the End-to-End is
reduced as compared to the Attack Scenario.

1
— The average End-to-End under attack generated in this case is as
follows:
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Figure 8: Average End-to-End Delay

It is therefore conclusive that using Adaptive Defense Approach to solve
complex network issues like intrusions and malicious activity can be done

with a higher efficiency as compared to native algorithms.
1
This statement is substantiated by testing 6 random test cases implemented

on a simulated network retrieved from a network adaptive defense testbed
[3].

The potential limitations of the proposed Adaptive defense approach include
its complexity and require better understanding during the implementation
process. It is dependent on the network connectivity for continuous moni-
toring of the endpoints connected to a network. There can be compatibility
concerns based on the type of on-site infrastructure used by the businesses.
These limitations are however taken into consideration while defining the
proposed algorithm which defines a unified approach to monitoring using the
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least amount of on-site resources and the complex approach is reduced by
performing meta-heuristic search procedure of Nature Inspired Algorithms.

8. Contributions

This paper devises a defensive algorithm that monitors the state 9 the nodes
present in the n@gvork recursively such that any malicious activity defined by
a change in the network parameters such as Throughput, End-to-End Delay,
and Packet Delivery Ratio could be flagged into the solution set prepared by
the algorithm and the properties of the nodes can be altered to give a defined
set of the packet transfer, therefore, preventing attacks involving hammering
the network with lo of data such as Denial-of-Service attacks. The base
paper [3] provides a festbed to determine the performance comparison of a
network under normal and attack conditions.

This paper has enhanced the methodology of [3] by not just determining the
throughput difference but also using other network parameters to determine
the set of malicious nodes and modifying their packet delivery properties to
prevent an attack at an earlier state before they are detected by native In-
trusion Detection and Prevention System in the Modern Day firewalls.

The workflow and mechanism stated in the paper are to add a pre-detection
phase to the normal modern-day firewalls. Single or multi-layer firewalls
have the capability of determining traffic properties based on preset signa-
tures that are used for validation purposes but with the implementation of an
additional early-detection algorithm as defined in this paper, the traffic prop-
erties can be determined based on the advanced Machine Learning approach.
Also, modern-day firewalls have the capability to detect malicious traffic into
the network which does not guarantee the network to remain available dur-
ing an attack whereas, the proposed algorithm keeps the network active even
under an attack condition.

For instance, during a massive attack like Distributed Denial of Service,
the network services may become unavailable to the public thereby causing
a business loss and also a disruption in the Awvailability constraint in the
Confidentiality-Integrity-Availability (CTA) Triad. To prevent this, the pro-
posed algorithm has the capability to shift unwanted load between the other
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network intermediaries and make an attacked node non-functional in order
to keep the network functional at a reduced load but still it remains available
to the public. This provides extra time for network security engineers to as-
sess the network and detach the attacked node from the network, replacing
it with a different node while patching the vulnerability that was used to
gain access to the nodes in the network. This enables Business Continuity
in times of attack and helps recover the network while allowing some extra
time, without the network getting shut down due to load caused by the said
attack.

The proposed algorithm can provide a granular approach to maintaining
the security of the endpoints present in the network. This algorithm enables
businesses to operate under sustained load even during an attack condition
because of the early detection approach introduced in it. This enables im-
proved protection against malware activities in a critical network and detects
infected systems present in it by matching the network properties on each of
them in a continuous manner.

9. Conclusions

This paper proposes an algorithmic approach that connects Nature Inspired
Cyber Security with the Adaptive Defense Concept to detect and manage
malicious nodes attached to a network of any topology thereby reducing
the attack surface and pre-determining an attack scenario to future-proof
the concept of safer computing. Nature Inspired Cyber Security algggithm
such as Artificial Bees Colony Algorithm is implemented in this paper which
includes the employed s being linked with a defined food source, the
onlooker bees following the employed bees to define an optimal food source
location, and the scout bees to define food source solution set in random
order.

The proposed method is able to detect and respond to attacks or threats
imposed on a network before the traffic is checked by the firewall. This in-
troduces the process of early detection that gives rise to adaptive defense such
that when a malicious node is introduced in a large network, the proposed
algorithm can create a set of probable malicious nodes instead of shutting
them down which could cause disruption in the network and therefore a
threat to business continuity, it reduces the packet transfer rate from source
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to destination or defines a specified rate of traffic flow based on the Artificial
Intelligence driven defense mechanism.

10. Future Work

This work is a combination of Intrusion Detection and Prevention Systems
that work at an earlier stage as opposed to Native algorithms that work
after the traffic reaches the clusters and routers where the firewall is im-
plemented. This early detection mechanism can be enhanced by defining
different parameters as opposed to the proposed two methods of traffic con-
trol and packet management such that the capacity of the network under load
can be improved and the stability of the network can be increased. The pro-
posed algorithm can be further improved by devising other Nature Inspired
Cyber Security Algorithms as opposed to Artificial Bees Colony Algorithm
which might provide better experimental results and therefore a more stable
network.

The proposed algorithm can be further extended to other types of cyber
attacks by managing and defining the network properties based on the dif-
ference in the case studies for attack and normal scenarios. For example, the
major difference in the case of Distributed Denial of Service attack is found
in the End-to-End Delay property of a network. Similar defining properties
can be established for other cyber attacks and applied to the algorithm for
handling such attacks.
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